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RESUMEN de la tesis de CESAR MAURICIO PABLOS RAMIREZ, presen-
tada como requisito parcial para la obtencién del grado de DOCTOR EN CIENCIAS
en ELECTRICA con orientacién en TELECOMUNICACIONES. Mexicali, Baja Cali-
fornia, 28 de junio, 2023.

SENSADO ESPECTRAL BASADO EN LA DETECQION
INTELIGENTE DE ANOMALIAS PARA REDES MOVILES
COGNOSCITIVAS B5G

Resumen aprobado por:

Dr. Angel Gabriel Andrade Reatiga Dr. Guillermo Galaviz Yanez

Director de Tesis Codirector de Tesis

El desarrollo de las comunicaciones moéviles celulares ha cambiado la forma en la
que nos comunicamos. Los sistemas posteriores a la quinta generacién (B5G) visualizan
aplicaciones tales como la conectividad vehicular, la realidad virtual y aumentada, las
comunicaciones hologréficas o el internet de los drones demandaran mayores tasas de
transferencia de datos y espectro radioeléctrico. Sin embargo, la politica de asignacion
estatica del espectro muestra signos de llegar a sus limites. La comparticién de espectro
mediante la Radio Cognitiva (CR) es una alternativa para mejorar la eficiencia del uso
del espectro radioeléctrico. La CR requiere de un proceso de percepcién de espectro
que identifique oportunamente bandas de frecuencia desocupadas. Existen diversos
esquemas de deteccién de espectro que no siempre son capaces de resolver el problema
de ocupacién de espectro. De ahi que técnicas de inteligencia artificial (IA) se utilicen
para modelar el problema de deteccién de espectro como un problema de clasificacion.
La teoria de deteccién de anomalias, rama de la IA, se utiliza para identificar valores
atipicos en un conjunto de datos.

Esta tesis se fundamenta en que es suficiente entrenar un modelo de deteccion de
espectro con un solo tipo de senal (una sola clase), en este caso se utilizaron solo senales
de ruido que representan un canal libre y cualquier senal modulada presente en el canal
se considera como una anomalia. Se utilizé el método de reconstruccién para modelar el
detector de espectro, mediante un Autoencoder Convolucional (CAE) y, una memoria
Larga de corto plazo (Long-Short Term Memory - LSTM) para detectar las desviaciones
de los patrones de entrada. La ventaja de utilizar esta estrategia es que no se requiere
recolectar una vasta cantidad de datos para entrenar el modelo, ni generar un modelo
de deteccion de espectro complejo que requiere tiempos de entrenamiento excesivos.
Los resultados de deteccién obtenidos con la teoria de deteccién anomalias superan a
detectores convencionales como el detector de energia y otros detectores basados en TA
como clasificadores de senales.
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ABSTRACT of the thesis presented by CESAR MAURICIO PABLOS RAMIREZ,
in partial fulfillment of the requirements of the degree of DOCTOR OF SCIENCE
in ELECTRICAL ENGINEERING with orientation in TELECOMMUNICATIONS.
Mexicali, Baja California, June 28th, 2023.

SPECTRUM SENSING BASED ON INTELLIGENT ANOMALY
DETECTION FOR COGNITIVE B5G MOBILE NETWORKS

Beyond 5G (B5G) mobile networks represent the next step in evolving wireless
communication to transcend the limitations of current connectivity standards and im-
prove speed, user capacity, reliability, and latency. Cognitive radio technology offers a
promising solution to effectively utilize the available spectrum and mitigate the scarcity
challenges its static administration presents. This can be achieved by enabling the coex-
istence and integration of diverse communication technologies and applications within
the B5G ecosystem through intelligent dynamic spectrum access.

Spectrum sensing plays a critical role in enabling Dynamic Spectrum Access (DSA)
for cognitive networks, allowing the network to identify available spectrum resources
and determine user-free channels for usage. Therefore, accuracy in spectrum sensing
is crucial to minimize potential interference that may arise from DSA operations. Nu-
merous spectrum sensing strategies have been proposed in the literature due to the
challenges associated with accurately detecting spectrum availability. With the recent
advancements in computational intelligence, we see an increasing inclusion of Machine
Learning (ML) algorithms for spectrum sensing. ML has been utilized to improve the
performance of conventional sensing strategies or approach the detection problem as a
classification problem by building an ML model out of user signals and vacant channels
consisting of Average White Gaussian Noise (AWGN) examples. However, the vari-
ety of modulation schemes increases the complexity of this training process, resulting
in models for specific groups of signals, which could make user detection difficult in
heterogeneous environments.

This thesis explores the proposal of approaching spectrum detection as an outlier
detection problem. Anomaly detection models are trained with one-class data, which
is the basis for learning normal behavior. These models then classify anything that
deviates from what was learned from the training examples as an outlier or anomaly.
In user detection, an outlier detection model is trained using vacant channels (noise)
and deems vacant channels as anomalies. Outlier detection was approached by utiliz-
ing Convolutional Autoencoder (CAE) and Long-Short Term Memory (LSTM) models.
Both models showed an improved detection rate over conventional energy-based spec-
trum sensing.
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Chapter 1

Introduction

1.1 Background

The rapid growth of wireless communications and its pervasive use in all walks of life are
changing the way we communicate in some fundamental ways. Today, wireless devices
are everywhere, and cellular telephones are commonplace. Mobile phones are used to
stream YouTube videos, watch TV shows, download and store songs and movies, take
pictures of everything around us, play video games, and surf the Web. Future beyond
fifth-generation (B5G) mobile systems visualize applications such as vehicular connec-
tivity, virtual and augmented reality, holographic communications, or the internet of
drones, to name a few, which will demand higher data transfer rates and consume a
greater amount of radio bandwidth [1]. Regulators cannot expect to reduce demand,
nor can they expand the overall radio spectrum supply. Therefore, exploring supple-
mentary ultra-high-frequency bands or revising the utilization of currently available
bands is essential.

The radio spectrum is a limited resource that enables data transmission between de-
vices. A static spectrum allocation policy avoids potential interference where services
and technologies are assigned a specific range of frequencies. Although this strategy
permits their coexistence within the spectrum, it needs to be more flexible with the
increase of demand over time due to new users utilizing the spectrum and the increased

data consumption per user enabled by technology advancements and higher definition



media consumption. According to [2], there will be a growth of 41% in mobile data
traffic and 237 exabytes (EB) per month by 2026 as new emerging technologies demand
high-speed connectivity and low latency, as such, wireless networks need the capability
to serve the exponentially growing traffic demand. Finding ways to use less radio band-
width to carry out these communications is possible, but it does require adopting new
technologies. Also, changes to current radio spectrum regulation policy are required for
that to happen, which is still largely rooted in the analog paradigms of the last century.
Regulator bodies allocate different frequency bands to different wireless applications,
such as broadcasting, aeronautical communication, radar, and mobile communication,
to name just a few. None of them can use the other’s frequency band. This frequency
band’s dedication to specific purposes has been the convention of radio spectrum man-
agement to control harmful interference [3]. However, this traditional radio spectrum
allocation shows signs of reaching its limits. Therefore, there are a few options to avoid

the bandwidth crisis.

1.2 Dynamic Spectrum Access

An apparent spectrum scarcity may already occur for any service or technology when
its assigned frequency range becomes saturated with high traffic. However, this is due
to the inability of such services to use the spectrum fully. At the same time, spec-
trum utilization for some frequency ranges is only partial (also known as spectrum
sub-utilization). This sub-utilization gives place to a need to make more efficient use
of the spectrum, as mentioned in [4], [5], several models following the concept of Dy-

namic Spectrum Access (DSA), which aim to allow a more flexible spectrum usage are



proposed in the literature. For example, the Exclusive Use model is proposed with
two approaches: spectrum property rights and dynamic spectrum allocation, where the
former allows licensees to sell and trade spectrum freely. In contrast, the second ap-
proach aims to assign the radio spectrum according to services’ spatial and temporal
traffic statistics. The Open Sharing model, or spectrum commons, indicates an oper-
ating model where nobody can claim exclusive use of a shared resource. This model
is supported by the success of wireless services operating in the unlicensed industrial,
scientific, and medical (ISM) radio band. The Hierarchical Access model uses any band
outside a fixed frequency range, thus allowing secondary users to coexist with primary
users while minimizing harmful interference to their services. Hierarchical DSA can
be approached in an underlay or overlay model, where the underlay model limits the
secondary user’s transmission at low power to be unperceived by the primary user. In
contrast, the overlay model allows access to unoccupied primary user channels oppor-
tunistically.

Out of the previously mentioned DSA approaches, hierarchical access is considered
the most compatible with the current spectrum management policies since it requires
no changes. Although sufficient for small personal area networks, the transmission lim-
itations of the underlay model make it less flexible in terms of network configurations
compared to the overlay model. However, allowing the coexistence of both primary and
secondary users calls for intelligent technology, such as Cognitive Radio to avoid any
potential interference this approach may cause.

Spectrum sharing and DSA has been considered alternatives to increasing spectrum
efficiency and, thus, the capacity of wireless networks [4],[6],[7],[8]. Spectrum sharing
allows multiple classes of users to share the same frequency bands reliably, i.e., with-

out interrupting the transmission of any user or causing harmful interference. Several



spectrum measurements in frequencies up to 6 GHz indicate that the utilization rate
of users who currently maintain an exclusive license to use a spectrum band is 10-20
percent, which is relatively inefficient. Thus, much prime spectrum remains unused in
the spatial and temporal domains, and there is growing pressure on commercial mobile
bands, especially in dense urban areas. This is the primary motivation for the develop-

ment of novel spectrum-sharing methods.

1.3 Cognitive Radio and Spectrum sensing

The DSA strategy is considered an approach in which radio spectrum is allocated where
and when it is available and for the time it is needed. Cognitive Radio (CR) is defined
in [9] as an intelligent wireless communication system, aware of its surrounding envi-
ronment, capable of learning from it and adapting its operating parameters in real-time
to deliver a highly reliable communication whenever and wherever needed and efficient
utilization of the radio spectrum. Cognitive Radio is the DSA-enabling technology. It
permits secondary users (SU), also called cognitive users, to sense the spectrum usage
of surrounding primary users (PU) and whether any unused spectrum (spectral holes)
exists. SU can then reconfigure its software and hardware parameters to utilize the
idle spectrum in a way that does not interfere with PU. The core idea behind CR is to

facilitate dynamic and flexible access to the idle spectrum of PU.

From this definition, the tasks of a CR network involve observing the surrounding
spectral environment to find unoccupied channels, learn from them, make decisions

based on user necessities, and finally adjust its transmission parameters to establish a



desired communication quality. Since CR is constantly observed, these tasks can be

defined as a Cognitive Cycle. 1.

Radio
Environment

Signal
Transmission

Spectrum
Sensing

Spectrum
Analysis

Decision
Making

Figure 1: Cognitive Cycle.

The importance of a precise spectrum observation is emphasized due to the need to
avoid any potential user interference that may occur through the overlay DSA model.
The primary users have priority over their licensed channels. This priority means the
secondary users must avoid occupied channels and vacate any channels they use when
the primary user requires them. Otherwise, this would harm any ongoing communi-
cation. Therefore, spectrum detection plays an essential role in a CR system, and

achieving a reliable detector is the focus of many studies within the field.

According to the literature, spectrum sensing algorithms fall into two broad cate-

gories, knowledge-aided and blind. Knowledge-aided algorithms require a priori knowl-



edge of the features within the signal they aim to detect. Some of the most studied
include cyclostationary detection thanks to its high probability of detection on low
Signal-to-Noise-Ratio (SNR) conditions [10], as well as matched filter detection [11].

However, the diversity of signals usually found in a public environment makes blind
detection a desirable feature, as they require no previous knowledge of the user signal
and usually base their detection criteria based on the noise contained within the vacant
channels instead. This type of sensing usually comes at the cost of lower user detec-
tion rates or higher processing complexity, which delays the detection process. Some
examples of blind sensing include eigenvalue detection, which manages to reach higher
detection rates under highly adverse conditions [12]. However, this method requires a
higher computational complexity [13], [14].

Energy detection is one of the most widely studied detection algorithms [15] thanks
to its ease of implementation and low computational complexity. However, its perfor-
mance is more easily degraded in a practical environment. Energy detection owes its
low complexity to only needing the energy found in the sensing channel to decide by
comparing it to a threshold defined from the perceived noise variance. On the other
hand, energy is a property easily influenced by noise. Ever since its early research in
[16], numerous methods are presented in the literature which aims to improve the detec-
tion performance of energy detection, such as incorporating an adaptive threshold [17],
giving the ability to adjust its threshold in response to noise fluctuations. However,
these methods enhance the detection rate of the energy detector; they also add more
complexity to the detection process.

Cooperative sensing is another explored solution to enhance the detection rate of
the energy detector, as well as the previously mentioned methods. Cooperative sensing

involves two or more cognitive users performing channel analysis from different geolog-



ical locations. This analysis either consists of the occupancy state of the channel (hard
data) or a measurement of a channel feature such as energy (soft data). This data
is then forwarded through a reporting channel to a fusion center or in a decentralized
manner to determine the state of the channel. However, a noisy or faded report channel
presents an additional obstacle to reaching a reliable spectrum decision [18].

With the advances in Computational Intelligence and the now more accessible tools
to build learning-based algorithms, we see an inclusion of such technology benefits in
the field of SS research, where various methods, from Machine Learning (ML) to Bio-
inspired algorithms, have been evaluated. ML is a subset of Artificial Intelligence that
analyzes and interprets patterns and structures in data enabling learning, reasoning,
and decision making, and has received increased interest for research in the context of
cognitive radio networks [19].

ML models have been implemented to improve the conventional SS methods. In
[20], Support Vector Machines (SVM) are utilized to reduce cooperative SS overhead
and improve detection performance. Random forests, another ML algorithm, are im-
plemented in [21] for user signal recognition in low SNR. Channel occupancy prediction
is implemented in [22] [23] to minimize the time spent on channel sensing and increase
occupancy decisions’ reliability.

Neural Networks (NN), a subset of ML, has been applied in the context of SS for user
activity prediction within a band to identify potentially unoccupied channels [24]. In
[25], NN separates the signal components from a noise signal at the receiver to estimate
the signal attributes required for conventional energy detection. NN is also used for

Automatic Modulation Classification (AMC) as seen in [26].



1.4 Problem Statement

An ML algorithm creates a mathematical model out of examples through an iterative
process called training, where with each iteration, an evaluation is performed to measure
the error of the model performance. In response, the model parameters are adjusted as
the ML algorithm learns from the examples (training data) as it attempts to minimize
the error through a learning algorithm.

Training can be done in a supervised or unsupervised manner. The first consists of
labeling the training data, where the algorithm learns to create a model that relates
the data to their respective label. Unsupervised training uses unlabeled data, where
the algorithm extracts the most predominant features from data to identify patterns
without human intervention.

Spectrum occupancy can be modeled as a classification problem, where Class 0 may
represent a vacant channel and Class 1 a user signal. However, due to the variety of
possible user signals in terms of modulation types, this is a case where many possible
modes are present. Some may not be known a priori, making the conventional multi-
class classification schemes unsuitable [27]. In such cases, Anomaly Detection (AD)
may be the solution.

AD is defined in [28] as the problem of finding patterns in data that do not conform
to expected behavior. AD learns to recognize only the patterns found within the training
data that represent the indicative of normal. At the same time, everything that differs
from it is therefore deemed an anomaly according to an abnormality or novelty score.
AD is sometimes referred to as novelty or outlier detection.

Detection of anomalous signals has been approached in the literature for various

applications, including the medical field [29],[30],[31], structural damage detection [32],



spectrum sensing applications for intrusion detection [33],[34],[35] among others [27].
The performance of some of the implemented AD models is measured in terms of
accuracy, such as [36],[37],[38]. This evaluation and optimization are usually practiced
in ML algorithms, measuring the rate at which the model makes the correct assessments.

On the other hand, spectrum sensing traditionally utilizes a different approach by

measuring the detection rate (Pp) and false alarm rate Pp4, which can be interpreted
as wrongly determining signal detection when the channel is vacant. At the same
time, accuracy gives a summarized evaluation of the model, considering jointly Pp and
1 — Ppa.
The anomaly detection technique is based on unsupervised learning, so it does not
require extracting the signal’s characteristics to be identified. Still, anomalies are de-
tected from training raw (or unprocessed) data from one or more multiple classes. The
rationale of this thesis is that it is enough to train the spectrum detection model with
a single type of signal (a single class). We will use only noise signals representing a free
channel in this case. Any modulated signal (those transmitting information) present in
the channel will be considered an anomaly. After extensive research of the literature, it
was found that channel occupancy decision has yet to be approached as an AD problem.
Moreover, detection optimization in terms of accuracy would minimize the detection
error, offering a more balanced trade-off between interference prevention through Pp
and vacant channel utilization through 1 — Pp4.

Provided the reviewed literature, the following research question is formulated: How
can anomaly detection techniques be utilized in cognitive radio systems
to enhance the identification of spectrum use opportunities, resulting in
improved vacant channel detection performance?

As such, in this thesis, vacant channel detection is being modeled as an AD problem
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as a contribution to the field, first using the more traditional CFAR approach, where
a comparison is made with the energy detector regarding detection rate under adverse
conditions in terms of SNR. The implemented model is optimized and evaluated in
terms of accuracy.

Using anomaly detection techniques in cognitive radio systems will improve detec-
tion performance by enhancing the identification of spectrum use opportunities. Specif-

ically, we hypothesize that:

e H1: Cognitive radio systems incorporating anomaly detection techniques will
achieve a higher probability of correctly detecting spectrum use opportunities
than systems relying solely on traditional spectrum sensing methods such as the

energy detector.

e H2: Integrating anomaly detection techniques in cognitive radio systems will
reduce the probability of false alarms in identifying spectrum use opportunities,

leading to more accurate detection performance.

1.5 Thesis objectives

1.5.1 General Objective

Develop and optimize in terms of accuracy a spectrum sensing method based on the
identification of Additive White Gaussian noise using anomaly detection for its appli-

cation in cognitive radio systems.
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1.5.2 Specific Objectives

e Investigate and select suitable anomaly detection algorithms for identifying Ad-

ditive White Gaussian noise in the spectrum.

Conduct a comprehensive literature review to identify state-of-the-art anomaly
detection techniques applicable to spectrum sensing. Select the most suitable

anomaly detection algorithm(s) for further development and optimization.

e Develop and optimize a spectrum sensing method based on the selected anomaly

detection algorithm(s) for identifying Additive White Gaussian noise.

Conduct simulations and experiments to evaluate the performance of the de-

veloped method and iteratively refine it for enhanced accuracy.

e Validate the effectiveness and accuracy of the optimized spectrum sensing method

in cognitive radio systems.

Evaluate the performance of the optimized spectrum sensing method using
real-world cognitive radio datasets. The developed method’s accuracy, reliability,
and robustness in identifying Additive White Gaussian noise in various wireless

environments is evaluated.

1.6 Main contributions

e The development of the selected anomaly detection algorithm(s) in the cognitive

radio system framework.

e A framework to fine-tune and optimize the parameters of the anomaly detection

method to improve its accuracy in identifying Additive White Gaussian noise.
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e A comparison of the performance of the developed method with existing spectrum
sensing techniques, including traditional methods and other anomaly detection-

based approaches.

1.7 Thesis outline

Various research works that propose solutions to the spectrum sensing problem by ap-
plying artificial intelligence techniques are described in Chapter 2. Chapter 3 describes
the general spectrum sensing model and how it is formulated as an anomaly detection
problem. In Chapter 4, the generic architecture and functioning of a neural network
(NN), as well as the training process, is explained. Also, it explains the architecture
of Convolutional Autoencoder (CAE) and the Long-Short Term Memory (LSTM) Re-
current Neural Network model based on entropy features, the convolution process, and
its integration into the encoding and decoding process. The utilized hardware and the
dataset generation procedure for training and evaluating the Anomaly detection-based
spectrum sensing are presented in Chapter 5. The threshold selection process for CFAR
and accuracy optimization are also explained. Chapter 6 describes the evaluation of
the spectrum sensing capabilities of the CAE and LSTM algorithms. The CAE and
LSTM models are optimized for accurately detecting modulated-plus-noise signals un-
der varying SNR conditions. The conclusion and future research work are presented in

Chapter 7.
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Chapter 2

Literature review

2.1 Introduction

Every wireless application works best within a specific range of frequencies. Radio
waves above 3500 MHz do not penetrate buildings well, leading to frustrating dead
spots. Lower frequencies are better in this regard but require huge antennas for effi-
cient transmission; 300 MHz is the lowest frequency supported by a reasonably efficient
antenna that is small enough to fit on a portable device. The so-called millimeter-wave
(mmW) bands, ranging from 30 to 300 GHz, can provide greater bandwidths than the
current cellular allocations constrained to the sub-3 GHz band. Due to the smaller
wavelengths of mmW signals, greater antennas can be established in the same dimen-
sions, leading to very high gains. However, despite these encouraging developments,
challenges in using mmW bands still exist that limit their large-scale implementation.
For example, due to the directional behavior of mmWs, specific changes have to be
applied to current cellular systems; mmW bands are susceptible to shadowing and can
be readily affected by multiple objects, and due to the short coherence time of mmW
bands, channels sustain rapid fluctuations, leading to intermittent connectivity and ne-
cessitating adaptable communication [39]. In addition to the challenges presented by
using such high frequencies, it would not be possible for portable devices to have the

appropriate technology to operate at these frequency bands in the short term.
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Research on Cognitive Radio focuses on detecting temporarily unoccupied spectrum
(spectral holes). A temporarily unoccupied spectrum is understood as that part of the
spectrum in a band designated for use by one or several applications that are not used at
a given time and in a given geographical area. Spectrum sensing allows a mobile device
to identify available frequency bands opportunely, then vacate the frequency band in
case of that the conditions require it and immediately look for another frequency band
to continue with its data transmission. Consequently, next-generation wireless com-
munications must employ spectrum-sharing methods and accommodate intelligently
collaborative radios to maximize spectral efficiency and avoid interference with other

incumbents to reap the full potential of licensed and unlicensed frequency bands.

Today, there is a symbiosis between Artificial Intelligence (AI) and radio communi-
cations to augment spectrum-sharing methods and benefit the use of the radio spectrum
[40]. The AT techniques can bring new solutions and opportunities, such as signal recog-
nition, real-time monitoring of multiple equipment and self-signaling devices, and/or
interference source identification. Spectrum sensing techniques that rely on artificial
intelligence are still in an early stage. This chapter reviews various research works
that propose solutions to the spectrum sensing problem by applying artificial intelli-
gence techniques, such as artificial neural networks, deep learning, and Long short deep

neural networks.
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2.2 Conventional (non-intelligent) Spectrum Sens-
ing techniques

Sharing the spectrum arises because it has been observed that most of the radio spec-
trum could be used more efficiently. For example, Cellular Network bands are over-
loaded in most parts of the world, but other frequency bands, such as military, amateur
radio service, or localization, are often unused. The fixed spectrum allocation means
that frequencies that are practically in disuse, assigned to specific services, cannot be
used by users not authorized for that use, even if their transmission would not introduce

any interference in this previously unoccupied service.

The idea of Cognitive Radio arose in 1999. Its creator Joseph Mitola conceived
it as the technology capable of providing a wireless device with sufficient intelligence
to understand the telecommunication needs of a mobile user and modify its operating
parameters autonomously. Cognitive Radio transforms blind wireless nodes (protocol
executors only) into intelligent agents, aware of their environment and reconfigurable
of their transmission and/or reception parameters to be able to use the services that

the user needs, even if that user does not know how to get them.

In spectrum sharing, cognitive radios must determine if a signal from a transmitter
is locally present in a specific frequency band. Detecting unused spectrum and sharing
it without harmful interference to other users is an important requirement of cognitive
spectrum-sharing technology. Energy detection (ED) [16],[41], cyclostationary detec-
tion [10],[42], and matched filter detector [11],[43] are the most-studied spectrum sensing

techniques.
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The energy detector measures the energy in the frequency band that the cognitive
device is interested in occupying. In ED, the binary hypotheses (Hy and H;) are con-
sidered for identifying the presence of a signal on the channel. Hypothesis Hy says the
channel is available, while H; says the channel is occupied. Hypothesis H; is true when
the energy of received signals over N samples is computed and greater than or equal
to the predefined threshold value. The selection of a threshold affects the spectrum

sensing performance of cognitive users.

If the energy is strong enough, the detector will realize that that frequency band is
occupied and will not attempt to use it. If the portable device decides to transmit its
data, ignoring what the energy detector perceived will interfere with that user’s trans-
mission. On the other hand, if the energy in the frequency band is very low, almost
imperceptible, no one is transmitting, and the frequency band is tagged as available. At
that time, the mobile device will occupy the frequency band to transmit its data. The
limitation that exists with this energy detection is that it is not very sensitive and is
easily confused when the signal-to-interference noise ratio (SINR) is low, either because
the signals transmitted in that band are affected by the interference of other signals or
because they attenuate under multipath fading, shadowing, and non-line-of-sight com-

munication.

The Matched filter and Cyclostationary spectrum sensing techniques are more accu-
rate than energy detection. The Matched Filter technique uses a linear filter to optimize
the output SINR for a given input signal. It is the foremost method for detecting the
presence of a user if the transmitted signal is previously known. It uses the user’s pre-

vious information and the agreed sense signal to evaluate the presence of a user signal
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and improve the performance of the accuracy of the SINR ratio. This method optimizes
detection in stationary Gaussian noise by reducing time spent on spectrum sensing and
maximizing accuracy and efficiency. The drawbacks of this approach are that a CR
receiver would require a dedicated receiver for each transmitter and previous informa-
tion from the signal user, which will result in poor performance if the information is
inaccurate [44]. The Cyclostationary spectrum sensing technique outperforms energy
detection in low SINR regions. Therefore, it is more resilient to noise uncertainties.
This technique divides the signal into normal recurrence or in-building periodicity and
auto-stationary detection techniques. This method may tell the difference between CR
transmissions and different forms of user signals. It is less likely to be mistaken about
the occupancy of the frequency band. Still, the challenges of this technique are the

computational difficulty and the need for extended sensing time.

Entropy-based spectrum sensing technique is proposed as an option to tackle the
noise uncertainty negative effects [45],[46],[47]. Its implementation complexity is com-
parable to ED since it does not require any prior knowledge of the signal waveform to
detect. According to information theory, entropy quantifies an event’s predictability (or
randomness). The less predictable an event is, the higher its entropy. Therefore, the
entropy of a random variable depends on its statistical distribution. For any random
variable, the maximum possible entropy occurs when it shows a uniform distribution
(i.e., all its values have equal probability). Entropy, therefore, can be used as a metric
to determine the presence of communication signals in a channel, considering the ex-

pected statistical behavior of these signals and noise.

Energy and entropy are unsuitable features to distinguish signal from noise for the
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correlated signals case. To address the problem that Energy and Entropy detectors have
degraded detection performance in the case of correlated signals, some detectors were
designed by exploiting correlation features, such as covariance [48], [49]. Considering
that the eigenvalues of the covariance matrix can capture the correlation between the
received signals well, some detectors based on eigenvalues were proposed [50]. Generally,
the detectors based on eigenvalues are divided into two categories according to the test
statistics generated by all eigenvalues or extreme eigenvalues (maximum and minimum
eigenvalues). However, the existing detectors resorting to extreme eigenvalues show
different detection performances. Compared with the detectors using all eigenvalues,
the detectors based on the extreme eigenvalues have degraded detection performance.
The performance of the existing detectors based on extreme eigenvalues needs to be

further improved significantly in the low SNR scenarios.

For Cognitive Radio to be the technology that will make the use of the spectrum
more efficient, it will need reliable signal detection, that is to say, that they do not
make mistakes when they decide on the existence of a signal in the frequency band and
that they carry out this decision as quickly as possible. The fundamental problem of
detector design is choosing the favorable features that can capture signal and noise char-
acteristics well and constructing the test statistics for decision-making. Model-driven
(or model-based) approach has played a dominant role in the design of test statistics
for many years. When the model is sufficiently accurate, the detector derived from the
model-driven approach is generally expected to be optimal. However, the model-driven
method is limited when the model is unavailable or inaccurate in complicated scenarios.
On the contrary, the data-driven approach, independent of the powerful models, is an

effective tool for data analysis and feature extraction, providing a new detector design
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method.

2.3 Spectrum Sensing techniques based on Intelli-
gence Computational

Recently, the Spectrum Sensing technique has been modeled as a classification problem,
where Machine Learning (ML), especially deep learning (DL) algorithms, are applied

to identify potentially unoccupied channels.

The proposed approach presented in [51] is composed of five Classification Modules
(CM) based on subspace decomposition and Radial Basis Function Neural Networks
(RBFNN) that decide about the presence of a user signal and identify the signal type,
which is not possible through Maximum-minimum Eigenvalue Detection (MME) and
Energy with Minimum Eigenvalue (MIN) [52]. User detection and identification are
reduced to a simple Finite Impulse Response (FIR) filtering and a Neural Network (NN)
classification procedure. The classifiers are trained with three partitions: W Sgq, W Sgy,
WS awean, considering three real-world operations SNR conditions to characterize user
presence and absence, where WSy, is obtained from the original unfiltered signal, WS¢y
represents the user presence in a quite clear channel and WS wany is composed of
original modulated signal samples degraded by AWGN with a chosen SNR less than
-5dB. However, this proposal can only classify five different types of primary signals.
Therefore, if during the system operation, a new PU signal type may enter the Wireless

Regional Area Network (WRAN) coverage area at any time, the trained model would
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not be able to classify the user signal since the CM for the analysis of this new signal
type is now within the set of CMs. Thus, in this case, the authors apply energy detection
as a contingency method for detecting the presence of user signals which are still not
recognized. However, the ED is not always able to discriminate modulated signals from
a high level of noise or a high level of interference. In such an operation condition, the
ED may indicate false detections.

The method proposed in [53] consists of a binary classification with signal and noise
categories. They approach this by training a Convolutional Neural Network (ConvNet)
in a supervised manner, where the signal class consists of as many types of wireless
signals as possible, hoping that the trained network model can also be generalized to
detect other untrained signal types. In contrast, the noise class training samples consist
of pure noise data of the same size. The channel state decision is based on the confidence
of the model’s output where a threshold is set according to a desired Pra. Additionally,
transfer learning is utilized to increase its performance to real-world signals.

In [54], the spectrum sensing problem is transformed into an image recognition
problem, and machine learning is employed to distinguish between noise and user sig-
nal presence by repurposing an existing ConvNet, AlexNet, to sense the spectrum for
energy. The implementation also consisted of a binary classification approach for the
presence and absence of user signals. The model was trained with 227 x 227 spectro-
grams representing signal plus noise for the user presence class and noise only for the
user absence class. The spectrogram is calculated from signal samples using complex-
values samples and is given to the ConvNet detector for classification. The spectrogram
is then converted to decibels (dB). The dB values are then normalized by the largest
dB value and then are scaled by 255, yielding a spectrogram image with pixel densities

ranging from 0 to 255.
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In [55], the authors propose a Deep Learning-based spectrum sensing system to
recognize modulated signals. Unlike current Deep Learning-based spectrum sensing
using expert features, this proposal uses raw signals as inputs to a Deep Neural Network.
Although this deep sensing is effective when operating in the same scenario as the
collected training data, the sensing performance fails when wireless conditions change.
The authors incorporate transfer learning into the framework to adapt the learned
models to new communications settings for improving robustness. The results are
degraded when unsupervised data are used. Therefore, this proposal needs a small
amount of labeled data. Therefore, the SU would require real labeled data in its actual
environment.

In [56], the authors investigate using Deep Learning (DL) in modulation classifi-
cation, a significant task in many communications systems. The DL does not require
manual feature selections, significantly reducing the task complexity in modulation clas-
sification. This paper uses two convolutional neural network (CNN)-based DL mod-
els, AlexNet and GoogLeNet. Specifically, several methods are developed to represent
modulated signals in data formats with gridlike-topologies for the CNN. The impacts
of representation on classification performance are also analyzed. In addition, compar-
isons with traditional cumulant and MIL-based algorithms are presented. Experimental
results demonstrate the significant performance advantage and application feasibility

of the DL-based approach for modulation classification.

A blind spectrum sensing method based on deep learning is proposed in [57]. The
main idea of this work is well-handle a situation in which the prior information of

the primary signal is lacking. This work introduces a deep learning method into the
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spectrum sensing field to obtain better signal detection performance even if the SNR
is low and prior information on the signal of interest is lacking. This paper applies
the deep learning method to the design process of test statistics. It seeks to use the
proven excellent feature extraction ability to complete the design of the test statistics.
The deep neural network proposed in this paper for spectrum sensing consists of three
parts: one-dimensional (1D) convolutional neural networks (1D CNNs), long short-
term memory (LSTM), and fully connected neural networks (FCNNs). While in [58],
authors developed a Spectrum Sensing framework based on CNN and LSTM models,
where CNN extracts energy correlation features from the sensing data. Then these
series of energy correlation features corresponding to multiple sensing periods are fed
to the LSTM network to extract temporal features for learning the activity pattern of
PU.

Due to the random nature of fading channels between the cognitive users (SU) and
the licensed users (PU), detecting the spectrum for a single node SU is susceptible to
error. To overcome this challenge, Cooperative Spectrum Sensing (CSS), where many
SUs do the individual SS and contribute to making final decisions, has been used to im-
prove the spectrum sensing performance of the system. However, designing the generic
CSS strategy for different channel conditions is complicated as the scenarios for the
SUs close to PU differ from those far away from PU. Recently, various deep/machine
learning (DL) algorithms have been utilized to improve the performance of CSS. For
example, in [59], the authors developed an optimization framework based on neural
graph networks and reinforcement learning to solve the energy efficiency problem in
a cooperative spectrum sensing network. As transmitted, signals can vary in several
ways (e.g., alphabet sizes, coding schemes), and signal propagation depends on many

factors (e.g., frequency, terrain profile); getting enough ground-truth labeled training
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data across all possible scenarios is difficult. Large quantities of human-labeled data
should always be readily available for learning a functional mapping between the train-
ing samples observed and the desired output. The advantage of supervised learning
is that both the convergence speed and the action quality are high. However, they
typically require a large amount of data to be labeled manually, thus making the data
processing more complex. To facilitate mobile users to choose transmission parameters
individually and intelligently, reinforcement learning is employed, a model-free method

to achieve good system performance without relying on accurately labeled data.

The proposal in [60] uses sensing samples to train a Deep Cooperative spectrum
sensing (DCS) based on Deep Neural Network (DNN) model. DCS can operate regard-
less of the sensing decisions at individual SUs, i.e., hard decision (HD) and soft decision
(SD), and the spatial and spectral correlations of the channels are taken into account
without needing to derive explicit mathematical formulations. The SUs perform in-
dividual spectrum sensing based on energy detection (ED). The signaling overhead in
cooperative spectrum sensing is increased. Also, a fusion center of the Cognitive radio
network (CRN) is necessary to determine the presence of the PU by combining the indi-
vidual sensing outcomes. The proposal needs individual sensing outcomes from nearby
SUs and adjacent bands to determine the presence of the PU. When the locations of
SUs are not known such that the index of SUs is arbitrarily chosen, the benefit of using
CNN can be diminished. In this case, the multiple CNN models with different permu-
tations of SU index are trained simultaneously, and the index of SUs which achieves
the highest accuracy can be chosen. However, the training of DCS requires a huge
overhead.

A hierarchical cooperative long short-term memory (LSTM) network-based coop-
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erative spectrum sensing (CSS) method, which utilizes a convolutional neural network
(CNN) and LSTM network, is proposed in [59]. The authors considered a multi-antenna
multi-SU scenario and developed a hierarchical cooperative LSTM-based CSS method
that uses SU LSTM (SU-LSTM) to extract temporal features from the sensing data of
individual SU over multiple sensing periods. Further, the cooperative LSTM models the
SU-level temporal features of all cooperative SUs to learn the group-level PU activity
pattern. The results show that the proposed hierarchical cooperative LSTM method
provides improved detection performance compared to the conventional methods in
terms of probability of detection, even in an imperfect reporting channel.

In [61], the authors propose a new cooperative spectrum-sharing scheme for the
Cognitive Industrial Internet of Things (CIIoT) platform. They designed a learning
game model using multi-agent reinforcement learning (MARL) and the negotiated as-
pirations bargaining solution (NABS). Individual CIIoT devices adaptively select their
cooperative sensing policy in the learning mechanism according to the MARL model.
The available spectrum resource is dynamically shared in the bargaining mechanism
through the NABS, which is obtained based on the devices’ selected sensing policy.
Also, they apply the non-orthogonal multiple access (NOMA) as the control access
method. The simulation results show that the learning game-based control protocol
performs well regarding the normalized device payoff, CIIoT system throughput, and
fairness.

The above-reported results show that using training data, including modulated and
noise signals, for PU presence detection is better than training the model with features
focused on a single-feature state. Spectrum awareness performs better if trained to
detect a specific type of user signal modulation and loses reliability when achieving

generalized signal detection. Modeling a generalized signal detector with ML requires
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collecting all possible user data signals to identify PU presence with a binary classi-
fication model. Given the different signal types wireless communication systems use,
the ML classifier training process under such an approach will need a large amount of
data (labeled manually) to be trained. In CR networks, spectrum opportunity varies
with time; therefore, building up a huge set of labeled data that includes all possible
signal propagation scenarios is difficult. Once the synthetic and real data are trained
in the classifier, it can perform online spectrum sensing. However, the spectrum envi-
ronment may change after a while, causing the ML spectrum sensing model may not
perform well. A supervised ML model relates the training dataset to the desired out-
put. Thus, it is not explicitly programmed, while an unsupervised ML extracts the most

predominant features from a training dataset to identify patterns used for classification.

In this sense, this research project is proposed to apply the anomaly detection (AD)
theory [62], [63], [64] to perform spectrum detection. Anomaly detection theory is a
branch of Al used to identify outliers in data or recognize new patterns with unusual
behavior of time series of a given metric. This technique is based on unsupervised
learning, so it does not require extracting the signal’s characteristics to be identified.
Still, anomalies are detected from training raw (or unprocessed) data from one or more
multiple classes. The rationale of this thesis is that it is enough to train the spectrum
detection model with a single type of signal (a single class). We will use only noise
signals representing a free channel in this case. Any modulated signal (those trans-
mitting information) present in the channel will be considered an anomaly. For this
case, the techniques used in this type of detection are called semi-supervised since the
data is only labeled as good since the starting data set contains data obtained in the

normal operation of the process. For this type of fault detection, a classifier is trained
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with the data corresponding to the system’s normal operation. Therefore, an anomaly
is identified when recorded data differs from the training pattern. On the other hand,
depending on the approach given to the training data, there are three types of methods
to address anomaly detection: prediction methods [65], limit setting methods [66], and
methods reconstruction [67], [68]. The former tries to identify deviations from patterns
based on their distribution. The second tries to establish spatial limits to separate
normal data from an anomaly, and the third tries to reconstruct the input patterns
and detect deviations based on said reconstruction. Anomaly detection techniques do
not require collecting a vast amount of data from different types of modulated signals
to train the detection model. It is optional to generate a complex spectrum detec-
tion model that requires excessive training times and avoids human errors during the
training data labeling process. In the literature, several works that apply the anomaly
detection theory to detect unusual patterns or behavior during the transmission of sig-
nals in wireless networks are reported [69], [70], [71], [72]. These works mainly focus
on detecting fraudulent users, interfering signals, failures in a network node, or violat-
ing network security. However, none apply the anomaly detection theory to determine

channel occupancy.
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Chapter 3

Spectrum Sensing Through Machine
Learning Classification

3.1 Background

Classification models have been modeled in the literature as a spectrum sensing problem
for channel occupancy decisions.

Much like the previously presented studies, spectrum sensing can be formulated as
an AD problem where the model decides on the observed channel; from here, the AD
model perceives the empty channel as the normal state and any presence of user signal
is then perceived as an anomaly. In the context of spectrum sensing, detecting an

anomaly is therefore interpreted as the occupied status of the channel.

3.2 Spectrum Sensing

Channel occupancy is made through a binary hypothesis. Since a degree of noise pres-
ence is found in any sensed channel, the null and alternative hypotheses are respectively
stated as follows:
Hy - x(n) = n(n)
Hy :z(n) = s(n) +n(n) (1)
n=0,1,...,.N—-1
Where 1 corresponds to Additive White Gaussian noise (AWGN) and s(n) corre-

sponds to the user signal. The task of a spectrum detector is to distinguish Hy from H;
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in the observed bandwidth by comparing a test statistic y(x) to a threshold A, where
the test statistic can be a feature measured from the user signal and the threshold is

usually obtained from a vacant channel.

+(x) § A 2)

The performance of any spectral detector is usually measured by its detection prob-
ability and its false alarm probability, defined respectively as being the probability that
a user signal is detected, or Pp = Pr[y(xz) > A; H1] and the probability that a vacant
channel is erroneously detected as an occupied channel, or Ppa = Pr[y(z) > \; Hy|.
Therefore, an ideal detector would have a Pp = 1.0 and a Pryq = 0.0, respectively.
However, this outcome is compromised by a low signal-to-noise ratio (SNR), and as a

result, a higher Pp usually comes at the expense of a higher Pr4.

3.2.1 Anomaly Detection for Spectrum Sensing

An unsupervised AD model automatically extracts the observed signal features and
makes a decision based on the model’s output by either calculating an anomaly score
through an error measurement between the output signal and the expected outcome or
a numeric prediction of the model.

The anomaly score serves as the test statistics v(x) and is compared to a threshold

A to make a channel decision as formulated in 1 and 2.

3.2.2 Threshold Selection

When adjusting a threshold, it is important to consider the trade-off, where it can be

adjusted for a higher Pp rate at the expense of a higher Pr4 and vice-versa. A higher
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Pp increases the chances of finding a user in the spectrum, avoiding causing interference
to the user by transmitting over it, while a lower Pr, increases the chances of finding
unoccupied channels, thus increasing the spectrum efficiency. An SNR-wall is defined
as the minimum SNR in which a detector will fail to be robust [73]. This is usually
considered whenever the Pp falls below 0.9 and above 0.1 Pr4.

SS algorithms typically adjust their thresholds to obtain a Constant False Alarm
Rate (CFAR), where it is common practice to be set at a Ppy of 0.1. Although to
a lower extent, Constant Detection Rate (CDR) at a Pp of 0.9 is also considered in
some studies. Since CFAR is more predominant in the literature, the anomaly detector
implemented in this work uses this threshold selection method for some of the results
for comparison purposes with other detectors.

A CFAR or CDR threshold limits the detector’s accuracy in most cases, as they
fix the Pr4 or the Pp to a specific value. The next section explains that Pp and Pry
can be maximized by finding a threshold that gives the best compromise between these

metrics.

Accuracy optimization

Sensitivity and specificity are widely used metrics that describe the accuracy of a binary
outcome when evaluating underground truth samples. The combination of the possible

outcomes is visualized in Table I

Ground Obtained result
Truth [ Positive | Negative

Positive | TP FN

Negative | FP TN

Table I: Ground truth table for the binary classification decision.

In AD, a positive outcome refers to detecting an anomaly. The sensitivity or True
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True negative True positive
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False negative False positive

Figure 2: Trade-off between classification performance in response to a threshold.

Positive (TP) rate, also synonymous to Pp, is represented by the combination of ob-
tained positive results and positive ground truths, while specificity is the True Negative
(TN) rates, these being obtained negative results when they were expected, also de-
scribed as 1 — Pry4.

Model accuracy describes the rate at that the model makes no mistakes. Therefore
its described by the sensitivity and specificity metrics as follows:

TP+TN
accuracy = ———— (3)

Figure 2 represents the trade-off between the TP and TN rates. As both curves
overlap, we see an increase of false negative (FN), the rate at which the ground class
is mistakenly detected as negative, and the false positive rate, which is synonymous to
Pr 4. The thresholds shown in the figure represent the best compromise that maximizes
the model’s accuracy.

To find this threshold, Receiver Operating Characteristic (ROC) curves can be
used to describe the classification performance for several discrimination thresholds. A
Youden’s index (J = [sensitivity + specificity]-1) [74] is then computed for all points of

the ROC curve. The maximum value of the J index is used as a criterion for selecting
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Figure 3: Representation of a ROC curve. The reference line represents an outcome where
results are randomly classified, in which cases the Pp would approach the Pr, values.

the optimum ~ that maximizes AD accuracy. For each optimum threshold =, the
accuracy is calculated from the sum of the samples classified as normal and outliers
and then divided by the total of tested samples. The optimal trade-off for maximizing
the accuracy can be visualized in a ROC curve as the shortest square distance in the

upper left corner of the axes and the test result, as depicted in figure 3.

3.2.3 Model selection for anomaly detection

An anomaly detector can be built through conventional ML models such as the Sup-
ported Vector Machine (SVM). However, Deep Learning (DL), a branch of ML, has
seen increased interest due to its capability of big data analysis, making it a powerful
tool for data prediction and semantic interpretation, in addition to rapid improvements
in computational power, fast data storage, and parallelization [75]. Additionally, DL

has seen indisputable success in image processing and computer vision and has been
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exploited for communications to handle several obstacles of traditional Al algorithms
[56].

A DL model is built from a Neural Network (NN) composed of a stack of layers
formed by artificial neurons, which mimic how the human brain operates. The layers in
a NN can be configured in a way that gives them the flexibility to bring a wide variety
of implementations for regression and classification problems.

The implementation of an anomaly detector for a NN depends primarily on the
nature of the input data, which can be broadly classified into sequential (text, time
series, speech, etc.) and non-sequential (such as images) [76].

Sequential data analysis often considers the long-term trends and variations of the
individual (or groups of) parameters (such as financial or economic indicators). As
such, time-series analysis is often used to predict future behavior. Usually, the pre-
processing of the time-series parameters (predictors) is of secondary importance to
building a predictive or explanatory model.

These sequential patterns can be learned by a Recurrent Neural Network (RNN).
Which has seen applications in the fields of speech recognition [77], language modeling
[78], and vehicle trajectory planning [79]. Anomaly detection is implemented in [80] for
network intrusion detection through packet analysis based on cosine similarity. In [81],
flight data analysis is performed to detect events that reduce safety margins.

For non-sequential data analysis, Autoencoders are widely explored in the literature
due to the ease of implementation and straightforward intuitions [82]. They are an
unsupervised neural network-based approach designed to learn an approximation of
inputs using feature learning to capture an underlying distribution. They achieve this
through an encoding and decoding process, where the encoding part learns to extract

the most relevant data of a given input by imposing a bottleneck within the NN.
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From here, the decoding part learns to use this compressed data to rebuild the original
input. Thus anomaly detection consists of making the autoencoder more proficient at
rebuilding the normal class, where the distinction between a normal and an anomaly is
made by measuring the reconstruction error.

In [83], autoencoders achieved superior results compared to one-class SVM, isola-
tion forest for anomaly detection through network traffic analysis for IoT-connected
devices for intrusion detection. Furthermore, a convolution process can enhance the
effectiveness of feature extraction for autoencoders.

Convolutional Neural Networks (convNets) are often applied for tasks such as im-
age denoising and classification problems due to their capability to exploit their spatial
characteristics and have seen great success in visual classification [60]. Moreover, convo-
lution has been demonstrated to be able to learn features automatically with superior
discriminatory power [84], [85]. Additionally, it serves as a solution to alleviate the
significant limitation where training a NN with a large number of neurons can largely
increase the computational complexity of this process [86].

ConvNets have also been applied for SS-related studies. In [60], a ConvNet is utilized
in a cooperative sensing environment that learns to combine the individual sensing
results to devise an occupancy decision of the channel. The viability of a ConvNet
for Modulation recognition on time series radio signals is demonstrated in [87], where
its performance is compared against more conventional expert feature-based methods.
In [88], a ConvNet is employed for SS by classifying between user and noise using the
energy and cyclostationary features learned from the occupied and unoccupied states
of the channel. Compared to a high-layer network, AMC is also implemented using a
ConvNet in [89]. The results demonstrated a higher performance of the ConvNet at

low SNR conditions.
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A convolutional autoencoder (CAE) is implemented in [90] for Acoustic Anomaly
Detection (AAD) in which the CAE is trained with audio signal spectrograms, and
it is compared to a One-Class Support Vector Machine. The detection is designed to
maximize the model’s accuracy by utilizing Youden’s index, and the experiments are
measured in terms of accuracy. The results demonstrated that CAE is more successful
in detecting anomalies in lower SNR conditions.

Although designed for two-dimensional data (such as width x height), in [91], it is
stated that 1D ConvNets have achieved state-of-the-art performance levels in several
signal processing applications. Some of these include electrocardiogram monitoring for
early arrhythmia detection [92] and real-time monitoring of high-power circuitry [93],
among other studies. Anomaly detection for motor fault detection through vibration
signal analysis is performed in [94]. The work presented in [95] uses a 1D CAE to
restore the original message symbols of a signal below its symbol rate.

In this thesis, vacant channel detection is approached as an AD problem by using two
implementations, the first being a 1D convolutional autoencoder for a non-sequential
data approach, where signal samples are being treated as independent of one another,
and a Long-Short Term Memory RNN for a sequential data approach. The following

sections explain the architecture and the training process of these models.
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Chapter 4

Neural Networks and Autoencoder
Convolutional for Anomaly Detection

This section explains the generic architecture and functioning of a neural network (NN),
as well as the training process in section 4.2. Section 4.3 explains the architecture of
Convolutional Autoencoder. An introduction of the implemented Autoencoder followed
by an explanation of the convolution process and its integration into the encoding and
decoding process is described in Sections 4.3.1 and 4.3.2, respectively. Additionally,
Section 4.3.3 presents the reconstruction error measurement metrics utilized for the
convolutional autoencoder, which play a crucial role in anomaly detection. In addition
to the CAE-based Anomaly Detection, a Long-Short Term Memory Recurrent Neural
Network model based on entropy features in time series is described in Section 4.4.
First, the concept of RNNs is introduced in section 4.4.1, as well as the general training
process. The LSTM architecture is described in Section 4.4.2. The concept of entropy
and the process of noise and signal conversion to entropy in time series is explained in

section 4.4.3.

4.1 Neural Network Architecture

NNs are composed of an arrangement of neurons in the form of layers. The input layer
is where the raw information is introduced to the NN, the hidden layer, which can
either be absent or be conformed of multiple neuron layers, is usually where most of

the computation takes place as the input data is transformed and is sent to the output
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layer. Each neuron is connected as seen in Figure 4.

Input layer Hidden layer Output laye

Figure 4: Three layered neural networks, formed by an input layer, a hidden layer, and an
output layer..

The information sent between layers is transformed as such:

a=p(0Tz+0) (4)

Where an activation function p is applied to a transposed weight matrix wT and
a bias b which in some cases is omitted. The activation function transforms the out-
put values of the layers adding non-linearity and allowing the model to learn complex
patterns in the data. The activation functions used for the models presented in this
work are represented in Figure 5, which include the sigmoid function, the Rectified Lin-
ear Unit (ReLU), leaky ReLU, and the tanh function, utilized in the second anomaly
detection scheme.

Sigmoid is a widely used activation function for classification models defined as:

ho(a) = T 5
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= Sigmoid
RelLU
— - LeakyRelU
- tanh

Figure 5: Sigmoid, ReLU, LeakyReLU, and tanh activation functions.

Which translates an input into a value between 0 and 1 in a non-linear manner,
thus guaranteeing that the output of a neuron falls within this range. On the other
hand, the Rectified Linear Unit (ReLU) is a linear function that converts any negative
value as 0 and leaves positive values unmodified. A leaky ReLLU function introduces a
small slope on the negative side which converts any negative number to a value close
to 0 instead while leaving any positive value unaltered as well. Finally, while having a
shape similar to the sigmoid function, tanh translates the input into a value between
-1 and 1 in a non-linear manner as well.

Depending on the application of the NN model the output ¢ of the model can consist
of single or multiple prediction values, usually ranging from 0 to 1. For classification,
this value can represent the confidence that a sample belongs to a certain class. This
confidence interval is given by an evaluation metric from which the output of the model
is measured, where a value close to 0 could represent the confidence that a given sample

belongs to class A and a value close to 1 for class B. A threshold is introduced to make



38

a final decision, i.e. a threshold set at the confidence interval 0.5 means that any value

below or above it belongs to class A or B respectively.

4.2 Neural Network Training process

The data utilized during the training process contains the most relevant features in
relation to the outcome and are either manually selected according to human criteria
or automatically extracted during the process.

The training process of a neural network model is represented in figure 7. Before
initializing the training process, data is divided into a training subset and a validation
subset. The training subset is introduced into the model in batches, the batch size of
the hyperparameter defines the quantity of data that is introduced.

The w and b of the model are commonly adjusted through the backpropagation
algorithm by using a gradient descent optimization in response to a loss function, which
measures the error of the model prediction in relation to an expected result. The
gradient descent is used to adjust the model parameters in an iterative manner in order
to minimize a loss function. It can be represented by a curve as seen in Figure 6.

As mentioned in [96], it measures the local gradient of the error function with regard
to the parameter vector 6 in the direction of descending gradient until it converges to a
minimum. An important parameter in gradient descent is the size of the learning steps,
which is determined by the learning rate hyperparameter.

The learning hyperparameter needs to be adjusted so it’s neither too high so 6 goes
to the other side of the gradient, and potentially increases the error or too low to reach
the minimum loss.

A training epoch is completed when all training data is used, however, it can then
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Loss
A

Learning step

Minimum

Random initial
value

Figure 6: Generic representation of gradient descent. The model parameters 6 are initial-
ized randomly. Through training iterations, these parameters lower the loss of the model
proportionally to the learning step size.

be reutilized to begin another training epoch and continue the training process. The
number of epochs a model trains for is another hyperparameter in this process.

The generalization capability of the model is monitored during the training process
after each batch with the validation subset in order to test the model without bias.
Observing a higher performance in the training data when compared to the validation
data means that the model is overfitting, which can occur after too many epochs. This
leads to a model too used to the training data, degrading its generalization capability
as it negatively impacts its performance when confronted with any data outside the
training subset, therefore the training process should end when the loss function reaches
the lowest point when tested with the validation dataset.

A test dataset is used to evaluate the trained model in a more rigorous manner to
make a more precise estimate on the evaluation of a model. These are composed of

samples outside the training and validation datasets and are formed by a larger number
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Figure 7: Neural network training.

of samples than the validation dataset.
This training and testing process is shared among the implemented algorithms in

this work.

4.3 Convolutional Autoencoders Architecture

4.3.1 Autoencoders

Autoencoders are a type of neural network architecture that is primarily used for unsu-
pervised learning tasks. Their purpose is to efficiently encode and decode data, aiming

to reconstruct the original input from a compressed representation or encoding within
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the network’s hidden layers.

They consist of two connected networks: an encoder fy() and a decoder g,. The
encoder learns to map the input data X € R? to a low dimensional representation (latent
or hidden layer representation) Z € R?. The model then attempts to reconstruct the
original input X using the features extracted from the given input and converts them
into Z. The decoder maps back Z to generate an output X, as similar as possible to
the original input using the reverse mapping function

This encoding and decoding process is done conventionally by reducing the number
of neurons found in the hidden layers, then the reconstruction or decoding process is
attempted by reverting the number of neurons per hidden layer until it matches the
input.

A generic diagram of an autoencoder is represented in Figure 8. The encoding
process is achieved conventionally by lowering the number of neurons within each layer
to obtain a latent representation of the original sample, whereas the decoding process

consists of increasing the number of neurons to match the length of the input layer.

4.3.2 Convolutional Autoencoders

Convolutional Autoencoders (CAE) differentiate from conventional autoencoders in
that the CAE weights are shared among all locations in the input, preserving the
spatial locality similar to ConvNets [97].

In autoencoders, convolutional layers are typically incorporated to capture spatial
dependencies and local patterns in the input data. These layers produce feature maps,
which are the aggregated results of multiple filters or kernels that slide across the input

performing element-wise multiplications, these being the weights that the model adjusts
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Figure 8: Generic representation of the encoding and decoding process.

during training:

a=p(0Txx+0b) (6)

In the context of convolutional operations in neural networks, kernel size refers to
the dimensions of the sliding window.

Through this process, the filter can extract the features within the data with a
property known as invariance. As mentioned in [98] invariance is a useful property for
when the presence of a feature itself is the relevant part of the application, instead
of knowing exactly where it is. In other words, being able to recognize an element
independently of its location.

The kernel size has a direct impact on the behavior of the convolution operation.

A larger kernel size captures more extensive spatial information and can detect larger
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patterns or features in the input. However, it also increases the number of parameters
and computational complexity of the model.

Conversely, a smaller kernel size captures more localized and fine-grained details in
the input. It is useful for detecting smaller patterns or features. Smaller kernel sizes
reduce the number of parameters and computational requirements.

The choice of kernel size is often determined through experimentation and consid-
eration of trade-offs between model complexity, and the amount of information to be
captured.

The encoding process as implemented in this thesis is achieved through the convolu-
tion process by utilizing a 2-stride kernel which reduces the data by half. The decoding
process consists of upsampling the latent representation of the data and filtering it
through a convolution kernel to restore it back to its original values, as presented in
Figure 9.

The output reconstruction of the model is then evaluated through an error or de-

termination function that compares it to the original sample.

4.3.3 Reconstruction error measurement

The error functions used with the CAE model to analyze their efficiency on anomaly
discrimination include two of the most commonly used for model evaluation, which are
the Mean Squared Error (MSE) and the Mean Absolute Error (MAE), as well as the
R? coefficient of determination.

MAE measures the mean absolute distance between every value that composes both
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Figure 9: Encoding and decoding process of a convolutional autoencoder. A filter kernel
of size 3 is passed through the original two-step sample, compressing the original sample
by half. In the decoding process, each value is repeated and filtered by a convolution
kernel to reconstruct the original information.

the original and the reconstructed sample, and is given by:

1 N
N > g — il (7)
i=1

For MSE the distance between each value is squared instead, giving more weight to

larger differences:

5 - ) ®)
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The R? determination coefficient is a statistical measure that determines the strength
of the relationship between the variance of the reconstructed sample and the variance

of the original. It is given by:

R2 — 1 o Zf\il(‘rz - gl)z
va:1($i — 7i)?

For MSE and MAE an error of 0 means that both samples are identical, whereas

(9)

for the coefficient of determination R? this is represented by a value of 1. As such, the
reconstructed sample of a signal for an anomaly detector trained with noise samples is
expected to have an error closer to 1 and an R? closer to 0.

A reconstruction error serves as the anomaly score or test statistic v(x) to determine
if the introduced sample is considered an anomaly and therefore decides on the occupied
state of a channel. This decision is dependent on the selection of a threshold. However,
reconstruction error measurement is not only necessary for the classification process
but also plays an important role during the training process, which in turn affects the
development of the model. Hence the implementation of three CAE models trained

with different loss functions for performance comparison

4.4 Long-Short Term Memory Recurrent Neural Net-

works

4.4.1 Recurrent Neural Networks

An introduction to Recurrent Neural Networks is presented in the next section, and

later in section 4.3.2 the convolution process and its inclusion in the encoding and de-
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coding process are explained. Section 4.3.3 introduces the utilized reconstruction error
measurement metrics for the convolutional autoencoder which serves as the decisive
factor for anomaly detection.

Unlike a feed-forward NN such as the CAE, where the information is sent towards a
single direction, Recurrent Neural Networks (RNN) send the information back to retain
previous information. While feed-forward NN assumes that the outputs of the model
are independent of the inputs, in an RNN the previous data influences the decision of
the current output, thus RNNs specialize in time series and other sequential data.

The left side of Figure 10 depicts a recurrent neuron. The right side of the picture
represents an unrolled version of a recurrent neuron, developing into a 3-layer network

for a sequence of three elements starting from time t — 2.

Feedback

\/

>

Rolled recurrent neuron Recurrent neuron unrolled through time

Figure 10: Recurrent neural network.

A hidden state h(t) represents a state at time t retained or "memorized” by the
network. y(t) is calculated from the current input « and h¢_y), as such, a recurrent
neuron utilizes two weights, being (6,) and 6,. The output vector of a recurrent layer

is computed as follows:

Yy = hay = p(0:" @) + 0y h-1) + b) (10)
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An RNN can be configured to map one input to one output (one-to-one) as shown in
the previous figure. However, the length of their simultaneous inputs and outputs can
vary. One-to-Many refers to a single input being mapped to multiple outputs, many-
to-one refers to many inputs being mapped to one output and many-to-many stands

for multiple inputs to multiple outputs, as visualized in Figure 11.

58

One-to-one One-to-many
many-to-one many-to-many

Figure 11: Input and output sequences of a Recurrent Neural Network.

A conventional RNN has a short-term memory, where they only take into account
short-term dependencies within the data, making them settle in sub-optimal solutions
[99] thus limiting their application. Long-Short Term Memory addresses this problem
[100]. LSTM serves as an extension to a recurrent neuron, giving them the capacity
to learn which data in a sequence is relevant to store long-term and when to forget it.

The next section gives an introduction to LSTM cells.

4.4.2 Long-Short Term Memory

An LSTM cell consists of three gates, their architecture is shown in Figure 12..
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Figure 12: LSTM cell architecture.

It can be seen that the LSTM has an additional input, being the long-term state
(c—1y) that goes first into the forget gate. This part of the LSTM cell decides which

parts, if any, of the long-state information are going to be erased and is given by:

ft = U(egchiE(t) —+ thTh(t,l) + bf) (11)

The long-term state then reaches the input gate, where its added by the product of
i(t) and g(t). This part of the cell decides whether some parts of new information are

added to the long-term memory.

1 = U(Ome(t) + thTh(t—l) + bf) (12>

gr = tanh(0yg (1) + Ong"h—1) + by) (13)

The output gate then decides which parts of the long-term state are going to be

output at the present time step.
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0 = tanh(eme(t) + Ono h(p—1) + bf) (14)

Yy = hay = oq) * tanh(cq)) (15)

Finally, the long-term state is output from the LSTM cell as

ey = fy * ca—1) + i) * gy (16)

Signal entropy is measured based on conventional entropy spectrum sensing works
[101] [102]. However, the implementation for the RNN in this work consists of utilizing
a sequence of entropy values taken from sub-samples of the signals involved in this
work. The next section introduces the concept of entropy, furthermore, the conversion

process is explained in 4.4.3

4.4.3 Entropy in time series

Entropy measures the amount of uncertainty involved in the value of a random variable,
for a signal this is represented by the power magnitude, in this case, vy(z) is defined
by the level of uncertainty within a given frequency range. A random discrete variable
is represented by a probability space, given by a sample space I', divided by an L
quantity of sub-states. From here a probability P is calculated for each sub-state.
Since p; represents the probability for a given state and L the probability dimension
space, we have that Zle pi = 1(i = 1,2...L) Shannon’s information entropy contained

within a message is defined as:

L
H(Y) == pixlogsxpi (17)

i=1
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A histogram method is utilized where L is equal to the number of bins. k; represents
the total of occurrences in bin 7, such as Zle ki = N. The probability of each state
(p:) is the rate of occurrences in bin 4, thus, p; = %. Replacing (17), the estimated
entropy Hy, is expressed as:

~ k, ki
H(Y):_Z—*ZOQQ*— (18)

—~ N N

A signal sample consisting of N amplitude values in the time domain is divided
into n sub-sets with a length m and frequency domain conversion through FFT is then
computed for each. A histogram of 15 bins is created for each sub-set of now amplitude
values in the frequency domain, and the probability of occurrences is calculated for each
bin, meaning each sub-set now consists of 15 probability values. Finally, Shannon’s
entropy is computed for each sub-set of amplitude values as depicted in Figure 13,
leading to a vector of entropy values of size k equal to the number of sub-sets (k = n).

This process, starting from a matrix of frequency domain amplitude values is depicted

in Figure 13

4.4.4 Sensing process

User signal is expected to have a lower entropy value, while for AWGN this is maximized,
therefore the predicted entropy for a user signal should be overestimated by a model
trained to predict the noise entropy behavior, therefore this entropy prediction serves
as the anomaly score or test statistic y(x) to determine whether the input sample is an

anomaly if the measured entropy falls below a given threshold .
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Figure 13: Conversion process, from a matrix of frequency domain amplitude values to a
sequential entropy vector.
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Chapter 5

Anomaly Detection Model Implementation

This section begins by presenting the utilized hardware and the dataset generation
procedure for training and evaluation of the models. The following sections 5.2 and 5.3
explain the architecture and the parameters for the implementation and training of the
CAE and the LSTM models, respectively. Finally, the threshold selection process for

CFAR and accuracy optimization is explained in Section 5.4.

5.1 Dataset generation and training process

The dataset utilized for training, testing, and threshold selection is displayed in Table
IT. Each signal type within the dataset contains a single array of amplitudes, where the
training/evaluation noise was captured over a lapse of 20 minutes, and the rest of the
signals were captured over a lapse of 5 minutes. A window of 1024 samples is equivalent
to 0.002048 seconds of observation.

Most datasets were generated through a vectorial signal generator with a data rate
of 1 MHz and a symbol rate of 100 KHz. These signals were sent in a wired manner to an
RTL-SDR USB dongle with an R820T tuner. GNU Radio was used as the software tool
for signal processing. The incoming samples were decimated by a factor of two before
being saved to the hard drive. The GNU radio simulated AWGN was generated within
the software, and the vacant channel noise was captured from an antenna connected
directly to the Nooelec R820T. Finally, The NVIDIA Jetson AGX Xavier Developer

Kit was used to train the CAE models used in this work, as seen in Figure 14
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Generated Dataset

Total
Signal Purpose Source Sam];_ie rate
amplitudes (Hz)
AWGN Training/Evaluation SMU200A 600,000,000 500,000
Threshold
AWGN SMU200A 150,000,000 500,000
selection
Simulated noise Model testing GNU Radio 150,000,000 500,000
Vacant channel noise Model testing Nooelec R820T 150,000,000 48,000
QPSK (-15 to 5 dBs) Model testing SMU200A 150,000,000 (per dB) 500,000
16QAM (-15 to 5 dBs) Model testing SMU200A 150,000,000 (per dB) 500,000
64QAM (-15 to 5 dBs) Model testing SMU200A 150,000,000 (per dB) 500,000
Table Il: Generated dataset for model training and testing.
Jetson AGX
SMU200A GNU Radio - .
il R820T [ ; Hard Drive - Xavier
eclorlagna I g B pag I g
Figure 14: Diagram of the hardware used for signal generation, capturing, and model

training.

Both models were trained and tested with the same datasets.

Several samples

(or subsets) were created out of the total amplitudes for each signal type through a

windowing process, where a sample was created for every n quantity of amplitudes, i.e.,

a subset of 1000 samples with an amplitude length of 1024 will utilize 1000 x 1024 =

1,024,000 amplitude values from the given dataset.
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5.2 Convolutional Autoencoder implementation for
non-Sequential Anomaly Detection

5.2.1 Model Architecture

The CAE implemented in this work as an anomaly detector has a deep architecture
organized in multiple encoder-decoder convolutional layers, where the encoder and de-

coder structure consists of three convolutional layers each, as shown in Figure 15.

Input Signal, y Reconstructed Signal, ¥
P - A
l | Latent repfesentation, YA ¢ e = TWG B0 0w
i T
4 . ‘H\“ A N\\"I\" w‘I \“"\M"\‘\Jlt\‘f‘r,f""J"v. W 1024x1
S12x16 m = ‘ll \I i 512x16

256x8 H

128x128

LeakyRel u ||
Activation function Activation function
2-stride 1-stride Sigmoid
1D convolution 1D convolution Activation function
{ J L J
Y f
Encoder, fg Decoder, gy

Figure 15: Architecture of the implemented CAE model.

A sample represented by 1024 amplitude values is introduced to the input layer. At
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the start of each layer, the signal is filtered through a convolution process with a kernel of
five by making steps of two, reducing the sample size at the output of each convolutional
layer by half. A leaky ReLU function transforms any negative values output from
the convolution process, multiplying them by a factor of 0.01. Furthermore, a layer
normalization is applied that converts the output values of the layer to a minimum of
0 and a maximum of 1. This process is repeated for each layer in the encoding part of
the model, where the number of convolution filters is increased, being 16, 64, and 128,
respectively, with a kernel size of 5. The encoder output will be a latent representation
of 128 amplitude values.

The decoding process consists of three layers where a convolution process is also
applied to the introduced values, this time by a step of one. A ReLLU activation function
changes the negative values to 0; then, a 2-factor upsampling repeats each element of
the compressed sample. The filters in the convolution process within each layer attempt
to reconstruct the original sample out of the latent representation, where the number
of filters used consists of 8, 8, and 16, respectively, with a kernel size of 5. At the
output layer, one last convolution is performed using one filter and a sigmoid activation
function which performs a non-linear transformation of values to a range between 0 and
1.

Six CAE models were trained for this work, each sharing the same architecture
mentioned above. In the time domain, three models were trained for each loss function
(MSE, AME, and R?). In the next section, the training process and parameters for

these models are explained.
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5.2.2 Model Training

The CAEs in this work were trained using unlabeled min-max normalized AWGN sam-
ples as the normal state of a channel.

The training dataset consists of a total of 500,000 generated noise samples, where
each sample is formed by 1024 amplitude values. They were split into a training data
subset of 450,000 samples and a validation data subset of 50,000 samples. Before
beginning the training process, the training subset is shuffled to break any continuity
between the samples and avoid model overfitting.

The dataset is introduced into the model in batches of 256 samples to optimize
the model’s parameters to minimize the reconstruction error, where an A Stochastic
Gradient Descent (SGD), a variant of the gradient descent that optimizes the learning
process for large datasets, is utilized with a learning rate of 0.02.

A new training epoch begins after the 450,000 samples are processed, and the pre-
vious training data subset is re-utilized. the validation data is used to monitor the
training process by observing the unbiased classification performance of the model.

The CAE is trained after finalizing 50 epochs.

5.3 Recurrent Neural Network For Sequential Data

Anomaly Detection

5.3.1 RNN Model architecture

The implemented LSTM RNN anomaly detector model consists of two stacked LSTM
layers. The diagram of the model architecture is displayed in figure 16. The first layer

consists of 32 LSTM cells, outputting a sequence of 32 predicted entropy values in a
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many-to-many configuration. The second layer consists of 16 LSTM cells that deliver
a single output (many-to-one). Thus, the output layer consists of a single neuron with

no activation function and outputting the predicted entropy value.

LSTM LSTM
Input layer ——p» size = 32 —P size = 16 —P  Output layer

return_sequences = true return_sequences = true

Figure 16: Model architecture of the implemented LSTM.

5.3.2 RNN Model training

The training for the LSTM model was supervised using entropy sequence samples com-
puted from a continuous noise sample of 112,640,000 amplitude values extracted from
the training dataset. Each sub-set of noise samples had a length m of 1,024 amplitudes.
Shannon’s entropy was calculated for each subset, resulting in 112,640,000/1,024 =
110, 000 sequential entropy samples. The entropy samples were normalized by the high-

est possible entropy, where a histogram of 15 bins where utilized for its calculation as:

H
H R — 1
norm 10g2(15> ( 9)

A window with a step of 1 and a length of 65 was slid across the entropy samples.
For each step, a sub-set was created until a matrix of 110000 elements was formed as
shown in figure 17

Each entropy sub-sample consists of 65 sequential entropy values; from here, 64 are
used for model training, and the last value in the sequence is used to compare the model
output to calculate the prediction error. The training and validation dataset comprised

100,000 and 10,000 labeled entropy samples.



58

Entropy vector:
H, H, H H, H ..H_H,H

65 66 67

Window 1

Window 2

Window 3

Entropy matrix after windowing process:

Features Labels
Hl H2 HS H4 H5 H65 Xl’ Yl
H2 HS H4 H5 HG H66 XZ’ Y2
HS H4 H5 HG HY 67 XS’ YS

Figure 17: Entropy vector to the matrix through the windowing process.

Like the implemented CAE, the model uses an SGD learning algorithm and an MAE
loss function for error measuring. A learning scheduler was included, where instead of
using a fixed learning rate for the whole training process, the learning rate diminishes
gradually as the training progresses in epochs. At the beginning of the training process,
the learning rate hyperparameter starts at 0.0001. With every epoch, this value goes
down by le — 8 x 1001/29) allowing the model to make a finer weight adjustment as it
approaches the optimal solution. This training process was configured for 20 epochs

and a batch size of 64.



59
5.4 Threshold Selection Process

CAE and LSTM models use a Cumulative density function (CDF) threshold-finding
method. A CDF gives the probability that a random variable takes on a value less
than or equal to a given value. For threshold selection, a decision is made regarding
the design of the detector in terms of the trade-off between PD and PFA. For CFAR
detection, a threshold is set based on a given PF A.

This process is exemplified in Figure 18 for an anomaly score based on MAE. A thou-
sand AWGN test samples representing vacant channels are introduced to the trained

model. A CDF is then created from the calculated anomaly scores of each AWGN

sample.
Noi Anomaly score
Oise test - ; p| Cumulative Density _ | Threshold selection
samples Trained model Function for a given P,
(MAE, MSE or R?)

MAE probability distribution for 1000 samples of noise

10 —
09
08
07
06
o 05

o4 P=0.1 /

0s MAE = 0.2642 /

02

Figure 18: Threshold selection process for a given Pr4. The example shows the CDF for the
anomaly scores using MAE, where a threshold for a constant Pr4 = 0.1 is indicated. Any
sample with an anomaly score above 0.2642 would therefore be considered an anomaly.

The value of the y axis of a given point in the CDF curve represents the probability
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of obtaining the anomaly score below or equal to the value of the x axis. In the example,
we see that the indicated point in the curve is composed of ¥y = 0.1 and x = 0.264,
meaning that while measuring noise, an anomaly score equal to or below MAE = 0.2642
would have a P = 0.1 chance of occurring.

If the anomaly score is expected to be lower in the presence of user signals, the
values in z would be arranged in descending order (the tail of the curve would be on
the opposite side). However, a lower MAE is expected when pure noise is perceived by
the model.

This detection method inverts the hypothesis testing from what is presented in 2,
where a higher MAE than the threshold would indicate that the channel is occupied,
while a vacant channel detection would occur with lower MAE values.

Although once defined, the threshold remains constant for every SNR condition, the

previous process for threshold identification is repeated for MSE, R?, or entropy.
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Chapter 6

Evaluation of the Anomaly
Detection-Based Spectrum Sensing

In this chapter, the spectrum sensing capabilities of the CAE and LSTM algorithms
are assessed. Initially, the performance of the CAE implementation is evaluated by
utilizing a CFAR detection model for each signal modulation and the results are then
compared to the conventional energy detector. Subsequently, the CAE model is opti-
mized for accuracy under varying SNR conditions in Section 6.1.2. Section 6.2.1 centers
on the evaluation of the LSTM algorithm using a CFAR, detection model, followed by
a comparison of its detection performance with the CAE. Subsequently, Section 6.2.2
focuses on optimizing the LSTM model for improved accuracy.

A total of 65 test subsets were collected for model evaluation, where 63 of them
consist of modulated-signal samples and two AWGN, where one is used for Pr4 eval-
uation purposes and one for the threshold selection process. All test subsets comprise
1000 samples where signal subsets contain modulated-plus-noise signals at a fixed SNR
level. Three modulation schemes are considered for the performance evaluation (QPSK,
16QAM, and 32QAM) at sixteen SNR levels ranging from -15 to 5 dB. Due to receptor

hardware limitations, a constant noise power was fixed at -50 dBm for all samples.
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6.1 Performance evaluation of CAE-based spectrum
sensing

The experiments in this section consist of numerical simulations to analyze the perfor-
mance of the proposed Anomaly detection-based Spectrum Sensing approach.

It is important to note that during the experimentation, it was found that the CAE
models performed significantly better at discriminating the anomaly samples when their
output was inverted, such as ¢;,, = 1—19 before doing any error measurement. However,
this applies only to anomaly scores calculated through MSE and MAE, as R? being a
statistical measurement of the variance, doesn’t consider the distance between each of
the original samples and its reconstructed version. Therefore, each result presented
involving MSE and MAE for error calculation was done with an inverted version of the
signal reconstruction.

The plot in 19 shows the MSE measurement for a QPSK signal for -15 to 5 dB
SNRs using an inverted version of the reconstruction regarding a non-inverted version.
It shows a more defined error curve as the SNR becomes greater, allowing a threshold
to make an easier detection at higher SNR values. However, when using a non-inverted
version, the error remains almost constant, thus complicating the classification process.

Additionally, it was found that although the CAE model was trained for noise signal
recognition, it could more accurately reconstruct signals at higher SNR in terms of R2.
For this case, the decision for AD was so that reconstruction errors below a given

threshold were considered anomalies.
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Figure 19: Architecture of the implemented CAE model.

6.1.1 Constant false alarm sensing evaluation

Detection performance for QPSK modulated signals under noise conditions ranging
from -15 to 5 dB are shown in Figure 20 for MSE, MAE, and R? loss trained noise
CAE models. These results show the influence of the loss functions for training and the
model’s behavior for AD using each as an anomaly score. The detection performance
for each of the tested anomaly scores shows similar behavior for each tested model,
where MAE is slightly above MSE in terms of detection rate performance, where both
reach an SNR-wall at 0 dB and around 1 dB, respectively. Using R? as an anomaly
score offers the best results in the three models reaching the SNR-wall at -7 dB.

The detection rate of the R? trained model was tested using amplitude lengths 8192,
4096, 2048, 1024, 512, and 256 for each sample. A comparison for each anomaly score
is depicted in figure 21. These results show that the model can increase its Pp for lower
dB values if the amplitude length increases for any tested anomaly scores. However,
R? (Figure 20.1IT) shows a further improvement in lowering its SNR wall to -12 dB by
using a length of 8192 (a 0.016384-second detection window), while for MSE (Figure

20.I) and MAE (Figure 20.1I), it is reached at -7 dB.
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Figure 20: SNR performance using models trained with MSE (I), MAE (II), and R? (III)
loss functions.

Similar to the results shown in Figure 20, the detection rate for MSE, MAE, and

R? for the R? trained CAE model is illustrated in Figure 22. An improvement for MSE

and MAE-based detection is seen, where the SNR wall is reduced by around 3 dB in

MSE and CAE-trained models (Figure 22.1 and Figure 22.11) and by 4 dB for the R?
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Figure 21: Pp performance comparison for diverse amplitude lengths.
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Figure 22: Dection performance using models trained with MSE (I), MAE (II), and R?
(III) loss functions in the frequency domain.

trained model (Figure 22.I1T). However, the detection rate for R? based detection is
degraded in all three models by around 3 dB, reaching a performance similar to MSE
and MAE, where in the R? trained model, they all share the same detection behavior.

The following results presented in Figure 23 evaluate an R? time domain noise

trained CAE using MSE, MAE and R? for detection in terms of Pra optained against
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Pr 4 expected from different noise sources. The reference line represents the expected be-
havior of any noise source, ” Vacant Channel noise” represents noise samples taken from
a real environment, ”Simulated noise” are noise samples generated in GNU Radio, and
"SMU200A generated noise” corresponds to noise samples generated from the vectorial
generator.

The obtained Pr4 while using MSE and MAE remains close to the expected outcome
for time domain models. However, the results for vacant channel noise in frequency
domain models tend to output a much higher Pr4 than expected, while simulated noise
tends to be lower. R? detection shows a more unpredictable behavior for simulated and
vacant channel noise in the time domain, where their curves tend to be in the lower
right corner. In the frequency domain, vacant channel noise behaves similarly to MSE
and MAE, where the obtained Pr, is higher than expected while remaining closer to
the reference line. For simulated noise, the Pr4 remains nearly 0 for every expected
Pry.

Figure 24 illustrates the generalization ability of the proposed detection algorithm.
The results show that R? based detection offers nearly identical performance for QPSK,
16QAM, and 32QAM modulated signals, while MAE also offers a similar behavior,
where the detection performance difference of 16QAM and 32QAM is relatively in-
significant, their SNR-wall is at a higher SNR compared to QPSK.

Based on the previous result, in Figure 25, the performance of the AD-based SS with
other similar works is reported [53], [103]. These reported proposals also consider a non-
cooperative Cognitive Radio Network. The detection performance results reported in
[53] and [103] achieve better detection than the AD-based SS proposal. Its superior
performance relies on sufficient training on a massive amount of labeled training data.

Additionally, the signal samples used for the model training (BPSK, QPSK, 2FSK,
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Figure 23: Estimated Pr,4 vs expected Pr, for MSE, MAE and R? based detection in time
and frequency domains.

4FSK, 16QAM, 32QAM, 4PAM, and 8PAM) are the same family as the signals used in
the detection phase (8PSK and 64QAM). Although the signal samples are not the same,
the trained ConvNet-detector is insensitive to the magnitude order of the modulation.
Regarding the results reported in [103], the Unsupervised Deep Learning Spectrum

Sensing (UDSS) used only unsupervised data (raw and noise sensing samples) during
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Figure 24: Pp vs SNR curves for QPSK, 16QAM and 32QAM modulated signals for MAE
and R? based detection.

the training process. But after the learning process, it applies a small amount of labeled
noise data for cluster classification and threshold estimation. IEEE 802.22 standard
real-time raw sensing samples are used for signal detection performance. The results
of UDSS shown in Figure 25 correspond to an uncorrelated channel scenario for a user
equipped with eight receiver antennas.

To illustrate the advantage of the anomaly detector over the conventional energy
detector, the SNR wall of the energy detector is -3.75 dB for a QPSK-modulated signal.
The SNR wall of the proposed method is -7.45 dB for R? based detection for a QPSK

signal, which is 3.7 dB lower.
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Figure 25: Pp vs SNR curves for QPSK, 16QAM and 32QAM modulated signals for MAE
and R? based detection.

The AD model was tested against the deepsig.ai dataset RADIOML 2018.01A, as
generated in [104], which is composed of a diversity of modulated signal sub-samples
with a sample length of 1024 amplitude values. Each sample is impaired to a different
random degree in terms such as Rayleigh fading, which affects the received energy of
the signal due to obstacles that may be presented in a real environment. In order to
compare the previous results involving the SMU200A generated signals, the following
results include the same modulations QPSK, 16QAM, and 32QAM as found in the deep
signs dataset, and additionally, the modulations GMSK, OQPSK, BPSK, and FM are
included. The utilized model for this test was a CAE model trained with the R? loss

function. In regards to MSE and MAE detection, we can observe in Figure 26 that the
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SNR-wall in the time domain is found at around -1.5 dB for nearly all signals, however
FM and more remarkably BPSK show a different behavior, where the SNR-wall for
the FM signal reaches -2 dB, while for the BPSK signal, it is reached at 2 dB. We
see a general improvement in terms of detection in the frequency domain, where the
SNR-wall is lowered by 2 dB in nearly all cases, whereas for FM it is improved by more
than 4 dB.

R? detection shows a different behavior, where in the time domain, the SNR-wall is
reached at around -6 dB, however, BPSK still shows a lower SNR-wall, being at -2 dBs.
R? detection in the frequency domain shows a lower performance, while the SNR-wall
is raised by 2 dB for nearly all signals, where FM is the most affected, being raised by

6 dB.
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Figure 26: Pp vs SNR curves for deepsig’s QPSK, 16QAM, 32QAM, GMSK, OQPSK,
BPSK, and FM for each anomaly score in time and frequency domain.

6.1.2 Model Accuracy Evaluation and optimization

For the results of this section, the best case of the previous results was considered,

being an R? trained CAE, as well as the use of R? for classification decisions.

Each point in the ROC space shown in Figure 27 compares the result of the Pp
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and Pra4 as the threshold setting v changes. For each test dataset, 100 different ~
values are evaluated, consistent with a Pp4 ranging from 0.01 to 1 in steps of 0.01. The
performance evaluation of 4 test datasets corresponding to QPSK signals at SNR =
-6, -8. -10, and -12 dB, respectively, are shown. It can be observed that as the SNR
level increases, the detector’s performance improves (higher sensitivity, Pp and higher

specificity 1 — Ppa).
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Figure 27: ROC Curves for QPSK under diverse SNR conditions.

In Figure 28, it can be observed that for each SNR level, a specific v value for R?
is identified. As the SNR level increases, the threshold v tends to be greater, allowing
the model to use a more discriminatory decision threshold which lowers the Pr, while
keeping a high Pp and thus increasing the overall accuracy of the algorithm.

In contrast, for low SNR values, a low accuracy is obtained. Accuracy values close

to 0.5 represent a random guessing decision. It is difficult for the detection scheme to
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distinguish between noise and modulated signal samples. As a numerical example, for
the test dataset corresponding to the QPSK signal and SNR= -10 dB, the SS algorithm
reports an accuracy of 0.74 for v = 0.7463. Out of 1000 noise-signal samples, all of
them are classified as normal. On the other hand, out of 1000 modulated signal samples,
740 are classified as outliers (or user signals), whereas the remaining 260 are classified
as normal (false negatives). Also, it is observed little difference among the accuracy
performance results obtained for the three modulated signals (QPSK, 16QAM, and

32QAM).

0.80

Threshold

15 -14 -13 -12 -1 -10 -9 -8 -7 -6 -5 -4 -3 -2 -1 0
signal-to-noise-ratio (dB)

0.2 —— QPSK
—o— 16QAM
0.14 —— 32QAM
0.0 | . | . | ! ! | ! | . , . :
-15 -14 -13 -12 -11 -10 -9 -8 -7 -6 -5 -4 -3 -2 -1 0

signal-to-noise-ratio (dB)

Figure 28: Accuracy and optimal discrimination threshold vs SNR for R? based detection.

The ROC Area Under the Curve (AUC) shown in Figure 29 is an evaluation metric
to determine the degree of separability between Pp and Prs. Unlike the ROC curve,

in which both Pp and Pr4 are threshold functions, the AUC is not directly related to
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the threshold as it is averaged out over an entire range of thresholds. Therefore, the
AUC metric depends on SNR for all possible decision thresholds. The higher the AUC
score is, the better the model is.

Similar to SS based on energy detection, CAE AD-based sensing does not have prior
knowledge of the primary signals’ features, so it could be categorized as a blind detec-
tor. In Figure 29, a comparison of the performance (measured in terms of AUC) of the
CAE-AD-based SS and the energy detector is shown. It is observed that the imple-
mented scheme outperforms energy detection for any SNR level and type of modulated
signal evaluated. For propagation conditions at SNR=-5 dB, the CAE-AD-based SS
proposal can ideally separate normal and anomaly samples (i.e. absence/presence of
primary signal for AUC = 1). In contrast, the ED can only achieve this for propagation

environments at SNR levels greater than 0 dB.
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Figure 29: AUC vs SNR for the conventional energy and CAE-AD based SS algorithms.
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Figure 30 depicts the AUC for each signal within the Deepsig dataset, utilizing MSE,
MAE, and R? anomaly scores. The ideal detection conditions are reached at 0 dB for
MSE and MAE detection for all signals except BPSK which is only reached after the
5 dBs. In the frequency domain, the ideal conditions are reached at -4 dB, except for
FM signals where it is reached at around -6 dB, while BPSK detection shows a similar
underperformance seen in time domain sensing. R? detection in the time domain offers
the best overall results where all curves tend to be closer to the upper-left corner of
the plot. At -6 dB nearly all signals reach an AUC close to 1, until reaching an ideal
detection potentially below -4 dB, however similar to MSE and MAE detection, we
also see a lower detection rate for BPSK signal. R? detection in the frequency domain
is degraded for all modulations, where the FM signal remains below 0.9 for all SNR

conditions.

6.2 RNN-based anomaly detection evaluation

This section evaluates the LSTM-AD model for SS. Due to the length of the required
samples for the detection process, the number of samples utilized for each result was
lowered to 500. Moreover, the Deepsig dataset consists of fixed samples of 1024 ampli-
tudes, which are not long enough to make the conversion process obtain a sequence of
entropy values. However, the obtained results are enough to get an understanding of

the model behavior for spectrum sensing.

6.2.1 Constant false alarm sensing evaluation

The SNR curve of the LSTM-based AD model for signal modulations QPSK, 16QAM,

and 32QAM is presented in Figure 31. The LSTM-based AD offers a similar per-
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Figure 30: AUC per SNR conditions for the Deepsig dataset for each utilized anomaly
score considering time and frequency domain detection.

formance as the CAE-based AD for detection based on R? anomaly scores, however,
the LSTM has a different behavior for each of the modulations, displaying a weaker

generalization capability.
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Figure 31: Comparison between the detection performance of the LSTM-based vs the
CAE-based anomaly detectors for spectrum sensing.

The Pr4 curves for diverse noise sources are presented in Figure 32. The Ppas
for the vacant channel noise tend to be higher than expected, while the simulated
and SMU200A generated noise tend to be closer to the reference line, although when
compared to the CAE results (Figure 23) we see that R? detection also presents an

unpredictable behavior for this test.
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Figure 32: Pra curves for diverse noise sources.

6.2.2 Model Accuracy Evaluation

Similar to the ROC curves presented for the CAE-based AD model, the ROC curves in
33 compare the result of the Pp and Pr4 of the LSTM-based AD model for a diversity
of thresholds 7. A higher SNR improves the performance of the detector, showing a
higher Pp while preserving a lower Prs. When comparing these results to the CAE, it
can be seen that the LSTM ROC curves tend to be further away from the ideal point

(where = Pp = 1.0 and Pr4 = 0), offering a lower accuracy.
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Figure 33: LSTM AD ROC curves for a QPSK modulated signal under diverse SNR
conditions.

Accuracy and the optimal threshold are presented in figure 34. From here it can
be seen in (I) that the 7 value for entropy decreases as the SNR conditions increase,
allowing the model to become more discriminatory towards the user signals. However,
the measured entropy values present a greater variance, offering a more unpredictable
detection for the model, as was reflected on the SNR curve in Figure 31, as well as in

the optimum accuracy curves (II)
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Figure 34: Optimal entropy threshold and accuracy per SNR condition.

The AUC of the LSTM AD model is presented in figure 35 where a comparison is
made with the CAE-AD model. The CAE presents a more constant performance for

all modulations while offering a better AUC than the LSTM model.
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Chapter 7

Conclusion and future work

7.1 Thesis summary

The evolution of cellular networks is becoming one of the major drivers in the infor-
mation and communications technology (ICT) industry. The Beyond Fifth-Generation
(B5G) mobile networks are expected to support extremely high data rates and ultra-low
latency. To efficiently provide high-quality services, the B5G wireless networks must
adopt more new technologies, including densification of cells and massive multiple-input
multiple-output (MIMO), cognitive radio (CR), and spectrum-sharing. However, the
static allocation of the radio spectrum obstacles the flexibility to attend to the demand
of emerging technology and new use cases in the field of telecommunications. Dynamic
spectrum allocation enabled by CR stands as a promising solution to make more effi-
cient use of the spectrum, where users can transmit without band restrictions while at
the same time preserving the quality of service of CR technology has been highlighted
as a possible spectrum-management technique that successfully tackles the bandwidth
dilemma in legacy licensed wireless communication networks by offering opportunistic,
on-demand connection. In CR-based networks, there are two types of users, namely
the primary (licensed) users (PU) and the unlicensed users, namely the secondary users
(SU). While PUs have the priority to access the spectrum, the SUs aim to enable op-
portunistic use of the licensed spectrum. CR is not only configurable but also aware

of and adaptable to its operating radio environment to maximize spectrum utilization
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while protecting PU’s performance. For this to be possible, reliable spectrum sensing
is required, meaning it needs to be able to assert the state of the observed channel ac-
curately. Spectrum sensing means gaining awareness of real-time spectrum utilization
and the presence of PU. Spectrum sensing technology is a requirement of CR tech-
nology. For unknown spectrum situations, users in the mobile network need to sense
the spectrum and find free frequency bands for utilization. Reducing interference to
higher priority users, such as in the typical CR scenario, SU opportunistically accesses
the licensed spectrum currently not used by the PU. An error in the spectrum sens-
ing result represents false alarms or miss-detections, causing SU to lose access to the
spectrum and reduce the network capacity. Miss-detection refers to SU missing the
PU presence due to noise and channel fading, causing interference with PU. Therefore,
avoiding miss detection and improving the sensing accuracy are the primary purposes
of spectrum sensing technology. Several spectrum sensing schemes have been proposed
in the literature. Each sensing scheme provides a different trade-off between required

sensing time as well as computational and memory complexities.

In recent years, academia has also begun to use artificial intelligence (AI) technol-
ogy for wireless signal recognition. Also, we can find various proposals that aim to
improve the reliability of the prediction of channel occupancy. For example, Neural
network-based spectrum sensing is applied for classifying communication signals. This
close-to-optimal strategy to classify data is learned from a large amount of sample data
via the back-propagation algorithm. Unsupervised learning method like reinforcement
learning (RL) has been applied to most cognitive radio schemes, such as dynamic chan-
nel selection, channel sensing, the channel features prediction, channel impulse response

modeling, channel parameter estimation, and scenario classification. The arrival of the
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era of big data is driving the development of Al-based cognitive technology. It will bet-
ter solve the spectrum shortage problem. Based on the large amount of raw data, such
as the real-time spectrum utilization and devices’ geographic locations, the transmitted
data content can be analyzed to improve the spectrum sensing capability of network
users to reduce the interference caused by the spectrum competition while increasing
the opportunities for data sharing.

Model-free approaches, like deep learning (DL), have been applied to solve complicated
problems in wireless communication systems, including the occupancy of frequency
bands. Signal detection is modeled as an anomaly detection problem. Anomaly de-
tection (also known as outlier detection or one-class classification) is finding patterns
in data that do not conform to a model of normal behavior. Errors in the data can
cause anomalies but sometimes indicate a new, previously unknown, underlying pro-
cess. They allow the detection of financial fraud, network intrusions, unusual traffic
situations, and other rare events. Unsupervised anomaly detection using deep learning
is proven very effective. The approaches for training the neural network for one-class
classification are classified into generative and discriminative approaches. Generative
approaches use generative frameworks such as autoencoders (as feature extractors) or
Generative Adversarial Networks (GAN) for one-class classification. The general struc-
ture of an autoencoder is based on mapping an input vector to an output vector (a
reconstruction) through an internal representation. It can be trained using only the
normal class. However, the absence of data from the negative class(es) makes the one-
class classification problem difficult because the abnormal class data is unavailable in
most situations. Discriminative approaches for one-class classification utilize an exter-
nal reference dataset as the negative class to train a deep network using a novel loss

function. This approach for one-class classification has not been well explored in the
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literature.

This thesis utilizes an anomaly detection approach where an AWGN-trained model
deems any user signal as an anomaly. In contrast, in the context of signal detection,
this is analogous to user presence. Moreover, accuracy, a common ML evaluation that
describes the model assertion capabilities, is utilized for analyzing and optimizing the
performance of the implemented models, in addition to the more traditional CFAR
threshold selection. A convolutional autoencoder (CAE) is put forward to deal with
signal detection (or anomaly detection) of the spectrum in wireless communication.
AWGN raw data are used to train the auto-encoders network, which acts as a one-
class classifier. Our approach relies on the reconstruction error of the network to judge

whether the signal is present in the frequency band of interest.

7.2 Findings

Spectrum sensing has been characterized in the literature as a classification problem.
Both CAE and LSTM models demonstrated that anomaly detection could be uti-
lized for signal detection through sequential and non-sequential data, where both models
showed an improved detection rate over the conventional energy detector. Although
both performed similarly in accuracy and detection rate per SNR conditions, the LSTM
model has a higher computational complexity due to the entropy measurement steps.
In contrast, the CAE model only needs the amplitude values and significantly fewer
data to reach these results. The larger data requirement of the LSTM model also pre-
vented the Deepsig dataset from being tested due to the samples consisting of only

1024 amplitude values. The LSTM required 1024 x 65 = 66,560 amplitudes in this
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work. Although the variance in the results could be reduced and potentially increase
the detection rate of the LSTM model if the signal length is extended for each entropy
calculation, this would only further increase the already larger data required for this
model. However, the experimentation was more emphasized in implementing the CAE
to test the proposal of approaching spectrum sensing as an anomaly detection problem.
This led to the model having a more exhaustive optimization phase.

While CFAR restricts the model to a fixed specificity at the expense of sensitivity,
accuracy optimization maximizes the model’s performance by minimizing the classifica-
tion error through a more balanced Pp and Pry for each SNR condition. Additionally,
the AUC helps us measure the detection performance of the models in a summarized

manner by including the entire range of thresholds under the ROC curves.

7.3 Future Work

Low computational complexity is essential in the spectrum sensing task within a cogni-
tive radio network for vacant channel reallocation to minimize any possible interference
to the primary user and interrupt any ongoing secondary user communication. There-
fore the AD model must still be analyzed in terms of complexity and compared against
the conventional energy detector. Additionally, the CAE-AD demonstrated an improve-
ment in terms of detection when longer sample lengths were utilized. Therefore, the
trade-off between detection rate against complexity is another important aspect yet to
be studied for this strategy.

The AD-based SS could be improved through other promising NN architectures
in the literature for sequential and non-sequential data, such as utilizing Variational

Autoencoders and Generative Adversarial Networks. For non-sequential data, various
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LSTM architectures can be implemented, including the addition of convolution and
the combination of both CAE and LSTM, as well as Gated Recurrent Units (GRU).

Moreover, an ML-calculated anomaly score can also be explored.
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